5 Tools to Test and Detect Fake or
Counterfeit USB Flash Drives

There are plenty of fake and counterfeit products around and the world of
computers is not exempt. In recent years one area has become more prone to this
than any other, and that is flash memory storage. Devices such as USB flash
drives, SD/CF cards and even SSD drives have been affected by this problem.
Counterfeit USB flash drives seem to be the most common though, there’s so
many different types, capacities and speeds that it’s easy to hide them among all
the real products.

You may think this problem only affects places like eBay but even Amazon and
other legitimate retailers have been caught out too. This is why it’s a good idea
to check any flash device you purchase is the product you paid for. Making sure
the serial or code number on the stick is legitimate is one way, another is making
sure the drive is the size advertised because most fake drives have a lower real
capacity than listed by using smaller and much cheaper memory chips. The
drive may even be reported as the right size in windows.

Software developers are also aware of this and some have written tools to help
you identify if a drive is smaller than you expect and is therefore likely to be
counterfeit. Here we have listed 5 for you to try that are designed to check for
fake size drives.


https://www.raymond.cc/blog/test-read-and-write-speed-of-usb-flash-drives-with-usbdeview/
https://www.raymond.cc/blog/test-read-and-write-speed-of-usb-flash-drives-with-usbdeview/
https://www.raymond.cc/blog/measure-actual-hard-disk-perfomance-under-windows/

1. H2testw

For several years H2testw has been known as the go-to tool for checking
memory based flash drives to see if they are the correct capacity. The problem is
it was developed back in 2008 when flash based media was smaller in size. A
scan with H2testw can run into several hours or even days on newer large
capacity drives, especially if they also have slow write speeds. However, it
could be a price worth paying.

The method used in H2testw is very slow but is still one of the most thorough
and reliable ways to scan the drive for a fake capacity. It isn’t a fully destructive
test because it only checks the free space on the drive, but the best way is to use
H2testw on a cleanly formatted device, that way it will be checked completely.

H2testw | Progress = X
w H2testw — % Writing Verifying
63 MByte
(ODeutsch () English www, ctmagazin, de 6 5 (25:43 min remaining)
Target 9,76 MByte/s
3\ Select target Warning: Only 15183 of 15184 MByte tested.
Mo existing test data. Refresh
Data volume
(®) all available space (15183 MByte)
Write + Verify Verify endless verify
Copy to dipboard

H2testw works by writing large 1GB files to the free space and then reading
them back. If the read data isn’t the same as what was written, there’s a possible
issue. You can also select a custom amount of data to write which is useful if
you suspect your drive might be a specific capacity. For instance, if you think
the drive is only 4GB and not the full advertised 32GB, a test can be run on 6GB
of data.

After it’s done the software leaves the test files on the media, you can delete
them or verify them again. If you have the time and want a very thorough test,
try H2testw. It defaults to German language but you can easily change it in the
GUI.

Download H2testw



https://www.raymond.cc/blog/download/did/77/

2. FakeFlashTest

The FakeFlashTest utility is from the developer of the RMPrepUSB
multipurpose USB tool. One component of RMPrepUSB is a quick test to check
your drive and its real capacity, this is an extended and enhanced version of that
and is released as a standalone executable. Unlike some other similar tools,
FakeFlashTest is not that old so includes optimizations and methods better
suited for modern flash media.

FakeFlashTest tries to fix the main issue with H2testw which is the long time it
takes for the process to complete on larger or slower flash drives. The first test
you can run is the same quick test found in RMPrepUSB itself. This writes and
reads 512 bytes of data at set intervals across the drive and so finishes in less
time. It starts at the end of the drive first so should pick up an undersized flash
drive pretty quickly.

+" FAKEFLASHTEST v1.1.2 [55i]

www.rmprepush.com
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The second test is similar to H2testw and writes to the free space on the drive
then reads it back to verify. The process has been optimized to hopefully
complete the task much quicker than H2testw. The written files are read back at
intervals of 3GB, 5GB, 9GB and 17GB. It means that if your fake drive really
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has a 4GB capacity, you should know after the SGB read test and won’t need to
go any further.

Do note that the the quick test is destructive meaning anything on the drive will
be overwritten, so make sure your files are backed up. The slower test is not
meant to be destructive but can still corrupt your files if they are on a bad area of
the drive, so it’s highly advisable to backup first either way.

Download FakeFlashTest



https://www.raymond.cc/blog/download/did/3997/

3. Flash Drive/Card Tester

Flash Drive/Card Tester is listed by its developer as a generic tool for testing
flash drives or SD/CF cards but is especially useful for detecting counterfeit
drives with fake capacity. It works in a similar way to H2testw by writing data
to the device, reading it back and then comparing the two for differences. Any
errors indicate a problem with the drive.

§ Flash Drive/Card Tester v1.14 from www.vconsole.com, the Home of USB Duplicator

About  Exit
Select flash drive/fcard: Select test type:
|J: 15199ME, “Intenso, Premium, , *, 512b J |'-."."I'itE. read and compare J Q
r Stop test
[ Wirite log file
Log:
00:01:32.58 - Mew test process started

00:01:32,58 - Started "Writing test data™ for drive 1; 15199MB, “Intenso, Premium, , =, 512b

Clear log
Current operation: Writing test data, 12%, 7.554MB/s, 0:04: 10 elapsed, 0:29:24 remaining
Last error:
Error count: Read Fatal/Recoverable: 0/0, Write Fatal/Recoverable: 00, Comparison: 0
Device map: LD T L L LT L L L LT LT LT L LT LT L L LT LT LT
Map legend: Untested: Bl Recoverable read error: Recoverable write error: Comparsion error: [l
Good: M Fatalread error: B Fatal write error: B Block size: 137MB

Tester presented by www.vconsole.com , the Home of USB Duplicator.

To run a full test select your flash drive from the drop down and choose the test
type “write, read and compare”, then start the test. If you don’t have the time to
run a full test on a large or slow drive, the data can be written to the drive now
and compared later on using the separate test types of Write and then Read.
Flash Drive/Card Tester officially comes as a setup installer but because it’s
only two files, we’ve zipped them up to create a portable version.

Download Flash Drive/Card Tester | Flash Drive/Card Tester Portable



https://www.raymond.cc/blog/download/did/1924/
https://www.raymond.cc/blog/download/did/3995/

4. Quick Disk Test

This tool is made in Java so it can run on other operating systems like Mac and
Linux as well as Windows. It does obviously mean you need Java installed on
your system. To run Quick Disk Test, you may have to right click on the .Jar file
and select Open or Open with > “Java(TM) Java Platform Binary” as double
click might not work.

Click the location button at the top to select a drive. How much data you want to
write is up to you. For instance, you can choose to 30% fill the drive or fill it
with a specific amount of data. Alternatively, use the leave free option to do the
opposite. Fake drives are typically something like 2GB, 4GB, 8GB or 16GB so
you could start with a percentage that will cover some or all of those capacities.

Quick Disk Test 1.20

File Help

(7 Please select a location for the test data:
[ Location: J\MJuickDiskTestGeneratedData J[ Choose... J

7 Please enter how much test data to create:

Current disk usage: 326 MiB of 14.8 GiB (2.1 %) Refresh |
@ Fill Size: T.25 GEiB v|= 50.0 % of free space

Max fill size: 14.5 GiB (97.9 % of capacity)

) Leave free: 1 MiB ¥ =00 % of capacity

Start filling

Exit

Data already on the drive is not overwritten but new data is added to fill to the
selected amount. A useful function is being able to stop the process while
writing data to the drive, restart the program later and continue filling where it
left off. For some obscure reason, the drop down capacity menus go up to

Y ottabytes which you’ll never need. For those that don’t know, one Yottabyte is
one Trillion Terrabytes!

Download Quick Disk Test



https://www.raymond.cc/blog/download/did/3998/

5. ChipGenius

The programs listed above all work in the same way which is to physically write
data onto the disk and then read it back to see if the data is correct or corrupt.
ChipGenius is completely different and actually doesn’t touch the data on the
drive at all. Instead, it reads the information from the flash memory chip inside
the drive to see what it is and what it’s true capacity should be.

= ChipGenius v4.19.0319 - Program: 2019-03-19 - Database: 2018-02-03

%~ The USE controllers and USE devices list (pick an item for details):
Etron USE 3.0 Extensible Host Controller
+[J:]1USE Mass Storage Device (Intenso Premium)
+{3 ports availabkle)

Intel(R) € Series/C200 Series Chipset Family USB Enhanced Host Controller - 1C2ZD
+zeneric USE Hub

|+USE Input Dewvice(Corsair Memory, Inc. Integrated USE Bridge)

|+Corsair Link(TM) USE Dongle(Silicon Laks Corsair Link THM USE Dongle)

|+i{4 ports awvailable)
+{l ports available)

:The detailed information of the selected device:

Description: [J:]USE Mass Storage Device(Intenso Premium)
Device Type: &=Mass Storage Device

Protocal Version: USE 2,00
Current Speed: High Speed
Max Current: 500mA

USE Device ID: VID = 090C PID = 1000
Serial Mumber: 11091100100067

Device Vendar: SMI Technology
Device Mame: Intenso Premium Line
Device Revision: 1000

Manufacturer: Intenso
Product Model: Premium

Controller Vendor: SMI
Controller Part-Mumber: SM3257EMAA - ISP 110520-AA-
Flash ID code: EEECDEISCE - Samsung K9BDGDEU M - 2CE/Single Channel [TLC-8K] -» Total Capacity = 16GB

Tools on web: _"http:ffdl.mydigit.netjspecialfupfsmi.htrnl

whd) M Ydigit.cn {EEARES

Run the program and look for the information about the flash chip inside your
device, a line will give the vendor and model number of the chip and hopefully
its true capacity. If capacity is not shown, copy the other data on the line
(CtrlI+C) and enter it into a search engine, which might offer some more
information. Right click in the window to copy all the shown data to the
clipboard.

Note: Be aware that ChipGenius generates a number of false positives with
online virus scanners like VirusTotal. Don’t download the program if this makes
you uncomfortable.

Download ChipGenius (Russian site) Direct Download of ChipGenius
(Password = ushdev.ru)



https://www.raymond.cc/blog/download/did/3999/
https://www.raymond.cc/blog/download/did/4000/
https://www.raymond.cc/blog/download/did/4000/

Final Note: Apart from ChipGenius, all other tools write data to the drive.
Whether the tests are meant to be destructive or not, it is highly recommended to
backup anything still on the drive. Data has been known to get destroyed when

drives have real errors on them or capacity issues.



https://www.raymond.cc/blog/make-full-backup-of-your-ipod-usb-flash-drive-and-mp3-players-by-imaging/

